Kakyto HHthopmauito
0 cBOeH OaHKOBCKOH KapTe HH B KOBM CJlyyae
Henb3d co00WATb NOCTOPOHHKM NtoaAM?

Ecanm KTO-nMbBO 3anpawvBaeT y Bac Homep
KapTbl, CPOK  AeWCTBMA, Kog  MNPOBepKu
NOANMHHOCTK KapTbl (Tpy LUnbpbl HA 06paTHOM
cTtopoHe — CVV unum CVC), MUH-Kog, a Tak»Ke Kog
n3 CMC pgna noatBepxaeHWs naaTexken u
nepeBoa0B — 3TO MOLIEeHHMK. H1 B Koem ciyyae
He coobllanTe 3TWM fAaHHble B pPasroBope
C HEe3HaKOMbIM Ye/I0BeKOM.

Hukorga 1 HUKoMy He coobllanTe MHPOoPMaLIMIO
o NMNH-Koae: ee He 3HaeT W He A0/XeH 3HaTb
farke baHK, B KOTOPOM 06CAy*KMBaeTech.

Ha yem urpatoT MOLIHHHKH,
4YT00bI BbIMAHHTD ‘)y BaC HYMHYH
HM HH(pOpMAaLHIO?

CobecegHVK  aKTMBHO  MCMO/Mb3yeT  Balle
UyBCTBO CTpaxa (Bawa KapTa 3ab/0KMpoBaHa,
Bbl MOYKeTe NOTepATb AeHbrM, AaHHble YKpaaeHbl
M T.0.), O3BUT Ha Karkay Haxuebl (MponguTte
OMpocC M MoayyYMTe BO3HarparkaeHve, noayymTe
KOMMeHcauuto, BbIMAaTy, O4YeHb BbIrOAHble
yCnoBMA MO KpeauTy WAM BKAagy W T.4.).
Mpu 3TOM TpebytoT CPOYHO MPUHATL peLleHre U
COBEpLWUTb HEeKOoTopble AencTBMA: CoobWMUTb
nepcoHasbHbIe faHHble, npogenaTb
onpegesieHHble MaHunynauMmM C  GaHKOBCKOM
KapToi. B mpoTMBHOM Cnyyae Bam yrporKatoT
noTeper AeHer 1A BO3MOXKHOCTY MOAYyUNTb UX.
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NmenTe B BUAY: Agarke ecnv baHK AeniCTBUTeNbHO
3adUKCKpPOBan NOMbITKY HECAHKLUMOHUPOBAHHOM
onepauum C Balwero cyeta, OH VMeeT MnpaBo
MPMOCTAHOBUTb 3TY OMepaLnto Ha CPOK A0 ABYX
CYTOK, TO3TOMY HacToAlWWM npeacTaBuTenb
KpeamTHOM opraHM3aumMm He OyaeT ToponunTb
BaC MpWHMMaTb pelleHuWe. Takyke BacC Bcerga
00K HbI HaCToparkMBaTb npeasnoxeHna

nonydynTb nerkme AgeHbrn, 04eHb BbIfrOAHblIE
ycnoBmA no Kpegntam mam aernosnTam.

Mcmoyruk uHgopmayuu:
opuyuansHeit cadm CbIM LB PO:
https://cbr.ru/faqg/information_security/

Mpy HEOBXOAMMOCTUN NMYHOIO Nprema
AW 4NA COCTaBAeHWA NpoeKTa 4ocyaebHom
npeTeH3ny NoTpebuTenn MoryT 06paTnUTbCa
B8 MuHTOopr Pb no agpecy:

450008, r. Yoa, yn. Liopynsl, 13, kabuHet 703
€ 9.00 o 18.00 no byaHsam,
nepepsiB € 13.00 go 14.00

TenedoH «ropayen AMHUN®

8 (347) 218-09-78
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MHHWCTEPCTBO TOPrOB/H H YCIIYT
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B XXI Beke ogHUM K3 BarKHbIX MPU3HAKOB
rPamMOTHOro 4Yesl0OBeKa CTaHOBWUTCA  3HaHMe
npaBun KnbepbesonacHOCTM n  yMeHue
pacnopsaxateca dnHaHcamuy B LmdbpoBomM Mupe.

Ycnmnma MoLeHHVKOB B OCHOBHOM HamnpaBs/eHbl
Ha nonaydeHve naaTexkHon  MHbopMaLUu:
HomepoB U (CVV-KogoB KpeauTHbIX — KapT,
NOMVMHOB W Maponen K WHTepHeT-O6aHKUHCY.
BaHKM M naaTexkHble CUCTeMbl MOCTOAHHO
COBEpPLUeHCTBYHT  CUCTeMbl  He3omnacHocTw,
4YTOObl 33aWNTUTL AEeHbrM W  NepcoHasnbHble
AaHHble CBOMX KAVEHTOB.
Ho TexHwKka 6eccunbHa, ecnm Camu KAWeHTbI
byayT 3abbIBaThb O Mepax NpeaoCTOPOXKHOCTU.

JBOHAT H3 OaHKA H COOOLLAIOT, YTO KTO-TO
NbiTaeTcA n‘[,hnpmurb KpeauT Ha Balle HmS.
Y10 penatn?

HemegneHHo npepBWTe pPasroBop, HecmoTpA
Ha yrpo3bl 1 gaBneHue. YTobbl BOMTK B goBepue,
3/10YMbILWAGHHWKLA MOryT obpawaTbca K Bam
no uWMeHM W oTyecTBy. He mnogamaBanTech
Ha ynoBKkK. CaMOCTOATE/IbHO MO3BOHKTE B GaHK
no Homepy TenedOHa, yKasaHHOMY Ha ero
opuuManbHOM canTe uam Ha obpaTHoM
CTOpOHEe KapTbl.

[o3BoHHAH H NPEANONHAH NEPEBECTH
JIeHbrH HA CNeLHaNbHbII CYET B LIEHTPODAHKeE.
Yro penarb?

Eaye} Hanbonee pacnpocTpaHeHHasn
MOLWeHHMYeckaas  cxema. He  cyuwecTtsyer
«creymanbHbiX», «6e30MacHbIX», «3aLLUULLEHHbIX»
WA KaKUX-TO APYyrux CYeToB, Ha KoTopble
rparkgaHe A40/MXKHbI NepeBoanTb AeHbrv B agpec
LlenTpansHoro baHKa. 310yMbILLABHHWKM
YyMOMUHAOT  AK0ObI cneumanbHbIn cyer
B LleHTpobaHke, uTobbl yCbiNMUTb 6ANTENBHOCTb
yenoeka. C4eT, peKBM3UTbl KOTOPOro Ha3blBalOT
MOLUEHHUKW, NPUHaANexuT nm. He cosepluanTe
HMKaKMX  AencTBM Mo CBOeMy  CYeTy,
nonoxKnTe TpyoKy.

Ecnrv y Bac ocTanncb Kakme-To COMHeHus,
CaMOCTOATeIbHO MO3BOHUTE B BaHK MO HOMepy
TenedoHa, KOTOpbIM YyKasaH Ha 060pPOTHOW
CTOpOHE KapTbl WA Ha oduuManbHOM canTe
baHKa.

Kak 3aiutuTbea 0T KHOGEpMOLIeHHHKOB?

KnbepmoLueHH1KM obMaHbIBatoT nogemn
B VIHTepHeTe wmnu no TenedoHy. Y 4yenoBeka
MbITAOTCA BbIACHWTb AaHHble KapTbl, Mapoau
mam  kogbl w3 CMC, nmbo npoBouMpyrOT
CaMOCTOATeNbHO MepeBecTV AeHbru. [loaTomy
Ba*HO MOMHWTb: HMKOrga He coobuwanTe
JaHHble CBOel KapTbl, napoau wu3 CMC,
He nepeBoAMTe AEHbrM Ha CcyeT Mo npocekbe
Hem3BecTHoro  aboHeHTa, Kem  Obl  OH
He npeacTaBnanca. Takyke HUKOrga He BBOAMTE
3TW Aa@HHble Ha carTax, Ha KoTopble Bbl nepeLunm
no ccbinke U3 nucbma mam CMC, a ewe nydwe
BOOOLIE He nepexoauTe Ha CalTbl MO CCbIKaM
13 MOA03PUTEsbHbBIX MUCeM.

[puxopuT coobiuexxe o0 HeoOXoAHMOCTH
NOATBEP/AHTb NOKYNKY, KOTOPYH Bbl
He coBepiany. Yto penarb!

Ecan Bam npmxoauT yBegoMaeHue
«MNoaTBEpAMTE MOKYMKY» U Kod, a C/eaoMm
pasgaeTcad  3BOHOK  OT  «pacCedaHHOro»
Yyes0BeKa, KOTOPbIM FOBOPUT, YTO MO OWNOKe
yKa3san Baw TenedoHHbl HOMep, U MPOCUT
NPOAMKTOBaATb €My KOA, HM B KOem c/ydae He
genante 3T0oro. MOWEHHWUKK  MNbITAOTCA
BbIMa@HUTb Yy BaC AaHHble, 4TOObl CNMCaTb
C BalWero cyera cpeacTBa WAM noAanMCaTb
BaC Ha HEeHYXHbIM naaTHbIM cepBuc. Ecam
Bam npuaeT coobuieHne o HeobxoanmmocTu
noaTBepAUTb MOKYMKY — UTHOPUPYMTe ero.

Kak y3HaTb IMIIHHTOBbIH CaHT
H KaK He cTaTb XepTBOH UHILIMHIa?

B ViHTepHeTe MHOeCTBO OULLMHIOBbIX
CaMTOB — 3TO NOAAesIKM Mo CalTbl HACTOALLMX
durHaHcoBbIX (6AaHKOB, CTPAXOBbIX KOMMAHUI ©
ap.) uam nbbix APYrvx opraHMsaumii, KoTopbie
CUABHO  MOXOXWM Ha  odUUMANbHbIM  CalT
KoMmnaHuu. Lenb  QUIWKMHIOBbLIX CalToB —
BbIMa@HUTb /IM4YHble W  (QUHAHCOBbIE AaHHbIe,
KOTOPbI® HYYKHbl MOLIEHHMKaM A719 Kparku
aeHer.

Kak npasuio, KepTBbl nonagatoT
Ha QULIMHIrOBble CalTbl Yepes CCblKM, KOTopble
npuxoaaT B nucbmax mam CMC He mepexogute
Nno CCbIIKAM M3 MOA03PUTENbHbLIX COOBLLIEHUNA.
MNonb3lynTeck TO/bKO NpPOBepeHHbIMM
pecypcamu.
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